IIJIAH-KOHCIIEKT
K NPOBEICHUI0 KOMILIEKCA NMPOPUIAKTHYECKUX MEPONIPUATHIA

«Jlexama kuoepoOe3onacHocTu «Kuodep/leTmw»
BBEJIEHUE

[ToBcemecTHOE BHEJIpEHUE U UCIIO0JIb30BAHUE KOMITbIOTEPHBIX
WH(POPMAIMOHHBIX TEXHOJOTHH, 0€3yCIIOBHO, CO3/1a€T BO3MOXXHOCTHU JIsl OoJiee
2 PEKTUBHOTO Pa3BUTHS SKOHOMHUKH, TOJUTHKH, OOIIECTBA M TOCyAapcTBa B
nejaoM. OJHAKO COBEPIICHCTBOBAHUE U MMPUMEHEHHE BBICOKHMX TEXHOJIOTUN
IPUBOAUT HE TOJIBKO K VKpPEIUICHHI0 HWHOOPMAIMOHHOTO OO0IIecTBa, HOU
MOSIBICHUIO HOBBIX yIPO3, OJHOM W3 KOTOPBIX SIBISETCS KOMIIbIOTEpHAs
MPECTYIMHOCTb.

OKCIOHEHIIUAJIbHO  YBEJIWYUBAIOUIMNCA  MNOTOK  HHpOpMAUuMu |
npeobananue mudpooit nHGoOpMaIUM B 00pa30BaTEIbHON Cpeae COBPEMEHHOM
IIKOJIBl  aKTYaJIM3UPYIOT MpoOieMy mnpoPuiakTUkd HUGPOBOM O€30MacHOCTU
COBPEMEHHBIX IKOJIBHUKOB. Ocob0e MeCTO B JaHHOM BOIPOCE MPUHAIICIKUT
npodurakTuke MUPPOBON 3aBUCUMOCTH IIIKOJIBHUKOB, MIOCKOJIbKY JETH MIPOBOJISAT
B HHTEPHETEI0BOJILHO MHOTO BPEMEHH.

Kak wu3BeCTHO, MHTEPHET HE TOJBKO COACPKHT MHOXKECTBO IOJIC3HOU
uH(pOpMaMK U TPEJOCTABISET BHIOOP pa3BICUEHUM, HO M TAWT MaccCy yrpos,
KOTOpbIE MOTYT TIOBJIMATh W Ha MAaTepUaibHOE COCTOSHHE CEMbH, U Ha
TICUXOJIOTHYECKOE 3/I0POBBE JICTCH.

Ha texymniit MOMEHT BO3pacT HHTEPHET-I0IH30BATEIsI CHU3WICS HACTOJBKO,
YTO MOPOW MATUIIETHUE MAJIBIIIK OOPAIalOTCs C KOMIBIOTEPOM M MOOWJIBLHBIMU
yCTpolicTBaMu 0OoJiee JIOBKO, dYeM B3pociblie. IloMuMO BCeX HM3BECTHBIX
MOJIOKUTEILHBIX MOMEHTOB, HHTEPHET HECET B ce0€ OMacHOCTh, KOTOpask MOXKET
3aTPOHYTH AK€ MOJIB30BaTENICH MIIAIIIETO TOIIKOJILHOI'O BO3pacTa.

PaccMOTpUM OCHOBHBIE YIPO3bl, KOTOPBHIM TMOABEPTraeTCs MOJOACKDb B
COBPEMEHHOM KHOEPIPOCTPAHCTBE.

1. BUIIUHI

BummHr — OAMH U3 METOJOB MOILICHHUYECTBA C MCIOJIb30BAHHEM
couManbHOM WHKeHepud. OH 3aKIIYaeTcs B TOM, YTO 3JIOYMBIIUICHHUKH,
UCTIONB3Ysl TeleOHHYIO CBSI3b U BhbIJaBas ce0s 3a COTPYAHUKOB OaHKOB (WM
IPaBOOXpaHUTENEH, YTO OCOOCHHO YacTO MPOUCXOJUT B IMOCJIEIHEE BPEMs), MO
Pa3JIMYHBIMUA TPENJIOraMU BBIICHSAIOT Yy MOTEPIIEBIIMX CBEICHHUS O HAJIUYHUU
OaHKOBCKUX IUIaTeKHbIX KapTouek (manee — BIIK), cpokax ux neictBus,CVV
(CVCO)-komax, macmopTHBIX AAHHBIX, CMC-KOJAX C LEJbI0 XUIIECHUS JEHEXKHBIX
cpeactB. B psne ciaydaeB 3J0YMBIIUICHHUKAM HU3BECTHBI HEKOTOPBIE PEKBU3UTHI
BIIK, a Takxe aHKETHbIE JaHHBIC JIUII, HA UMsI KOTOPBIX OHU SMUTHPOBAHHBI.

B OonblIMHCTBE CJlyyaeB TMpPU COBEPIICHUHM 3BOHKOB MOTEPIEBIIUM
NPECTYNMHUKU HCHOJB3YIOT [P-TenedoHnio, KOTOpasmo3BOJIAET MacCKHUpPOBATH
TenedoHHbIE HOMEpa Mo HoMepa OeIOpyCCKUX onepaTopoB cBsi3u. Kpome sToro,
3a4acTyl0 3J0YMBIIUICHHUKH HCIOJIB3YIOT MecceHmkepblViber 1 WhatsApp, B



KOTOPBIX CYIIECTBYET BO3MOYKHOCTh HCIIOJIb30BAaHUS BHUPTYaJbHBIX HOMEPOB.
Taxke TpecTyMHUKM MACKHUPYIOTCS IO JIOTOTHUIIOM Yy3HAaBaeMBIX OEIOPYCCKHUX
OaHKOB, BBOJISI B 3a0JTy>K/I€HHUE MOTEHIIMAIBHBIX KEPTB.

3IOYMBIIIJIEHHUKH 3BOHST >KEPTBE M OT MMEHHM OAHKOBCKOTO COTPYAHHKA
COOOIIAIOT, YTO HEOOXOMMO OCYIIECTBUTh Kakue-11u00 neiictBus ¢ BIIK, Tak kak
KTO-TO JMOO TBITACTCS MOXUTUTH C HEe JICHEKHBIC CPEACTBa, JIMOO odOopMIIIET
KPEIUT, OO MPOU3BOAUT IMOJO3PUTEIIHPHYIO OIIaTy. 3aBJaJIeB PEKBHU3UTAMHU
KapThl, TPECTYMHUKH OCYIIECCTBISAIOT XWINCHHE JCHEKHBIX CPEACTB C
OaHKOBCKOTO CYeTa MOTEPIICBIIIETO.

B mocnemnee BpeMsi HamOoJiee akTyallbHas cXxemMa — IOOYXKIEHHE JKEPTBBI
OTKPBITh KPEAUT. 3IIOYMBIIIJICHHUKHA COOOIIAIOT )KEPTBE O TOM, UTO SIKOOBI KTO-TO
MOCTOPOHHUYN TBITAETCA OTKPBITh KPEAUT Ha €€ MM, W JJIs €ro JeaKTUBAIUU
HEOOXOJIUMO CaMOCTOSITETbHO OOpaTUThCS B OAHK W OTKPBITH KPEIWT, MEpeciiaB
BITOCJICJICTBUH PEKBU3HUTHI CUETA.

2. PUHINHI

@UIIMHT — BHUJ HHTEPHET-MOIICHHUYECTBA, IEJIbI0 KOTOPOTO SIBJISICTCS
MOJIy4YE€HHE JIOCTYIA K KOH(PUACHIINAIbHBIM JaHHBIM MOJb30BATENICH — JIOTUHAM U
napoyisiM. DUIIMHT UCHONB3YETCS JJI MOJYUYECHHUS] JOCTYIA K YYETHBIM 3aIUCIM
MOJIb30BATEJIEW CAMBIX Pa3JMYHBIX PECYPCOB, HO 3a4aCTyl0 OH NPUMEHSECTCA IJIs
XMILEHNS JaHHBIX MM0JIb30BATEIEH TOPTOBBIX OHJIANH-TIJIONA/IOK.

Jiist  3TOro  3JI0yMBINUIEHHUKW TOAMEHSIOT CTPAHULY MCIIOIb3YEMOTO
JKEPTBOW HMHTEPHET-CEPBUCAHA MOIICHHUYECKYI0, KOTOpPAs BHEIIHE SBJISCTCS
JBOMHUKOM oOpuruHaia. OUIIMHTOBAas CTPAHUIA MOXET HUMETh CXOJICTBO C
pasubiMu cepucamu: Kufar, benamoudra, ciyx060i#1 mocraBku, 6ankamu, EPUII u
T. 1. B COOTBETCTBUM C 3TUM MOKET HCIOJB30BATHCS PA3HBIM MPEIJIOT IS
nepexoja Ha CTpPaHMIly NPECTYNMHUKOM (3a0paTh 3a4MCICHHBIE WM JICHBIH,
MOATBEPAUTh IIOJYYEHHE TMOCBUIKM Ha II0YT€ UM B CIyXO€ JIO0CTaBKH,
NOATBEPUTh TPHEM CPEJACTB Ha OJHOM W3 OaHKOBCKHUX CEPBHCOB W
T.1.).HeBHUMATEIBHBIN UHTEPHET-NOJIb30BATEIb MOXKET U HE 3aMETUTh MOAMEHBI,
TaK Kak MOJOOHBIE CTPAHUIIbI BU3YAIIbHO CXO0XHU ¢ O(DOPMIICHUEM OPUTHMHAIBHBIX
caToB. Koraa noyib30Baresp 3aX0AUT HA TAKYHO MOAJCIbHYIO CTPAHUILY U BBOJUT
JIOTHH U 1apOJib, OHU CTAHOBSATCS JOCTYITHBI MOIIIEHHUKAM.

CTOUT OTMETUTH, YTO MPUMEHSIEMAas 3J0YMBIIUICHHUKAMHU CXEMa XHIICHUH
XapakTepHa He ToibKO sl bemapycu. CToiib K€ CUCTEMHO ATH NPECTYILICHUS
COBEPLIAKOTCS B OTHOILLICHUU M0JI30BATEJIEU CXOXKHUX pECYpCOB,
OpPUEHTUPOBAaHHBIX Ha HHBIE TocymapctBa CHI: Poccum (avito.ru), YkpauHbl
(olx.ua), Kazaxcrana (olx.kz) u ap.

3. CBATUHI
CBaTHHI — 3aBE€JOMO JIOKHBIA BBI3OB IOJIMIIMHU, aBAPUMHO-CHIACATEIIbHBIX
CIIyx0, myTeM (pasbIIMBBIX JOKHBIX COOOIIEHUH 00 OMacHOCTH (Hampumep, O
MHMHHUPOBAHUM, YOUICTBAX, 3aXBaTe 3aJ10KHUKOB).



CBaTUHT B MEPBYIO OYEPE/Ib PAaCIPOCTPAHEH B CpeJie, Te JIOIU, Yallle BCEro
MOJIOAbIC, O0OBEIMHAIOTCS MO KaKUM-TO IHeiasM. Hampumep, B oHnalH-urpax. ¥
HUX €CTh TEPMHUH «BBbI3BATh MWWJIMIMIO Ha JAOM» — KOrJa [Js TOro, YTOOBI, K
IpUMEPY, T0CAJAUThH OOUIUUKY, €My Ha JIOM BBI3BIBAIOT IIPAaBOOXpAHUTENCH, JTUO0
COOOIIIal0T 0 MUHUPOBAHUU KaKOT0-IMOO 00BEKTA.

B mocnennue rogapl CBaTUHT U3 3a0aBbI JIIOOUTENCH OHJIAMH-UTP U XaKEPOB
NpEeBpaTWIICI B MacCOBOE€  SIBJIGHME MW OOJBIIyI0  MpoOJeMy s
MIPABOOXPAHUTENIBHBIX OPraHOB Pa3UyYHbIX CTpaH. OOIIecTBEHHAs OMAaCHOCTH
TaKuX JEeSIHUM COCTOMT B TOM, 4YTO 3aBEJOMO HEIOCTOBEPHBIE CBEJCHHUS
JI€30pTaHU3yIOT HOPMaJbHYI0 pPaboTy OOBEKTOB TpaHCIIOPTa, MPEANPUITHH,
rOCYyJIapCTBEHHBIX OPTaHOB U YUPEXKJIACHUN, OpraHU3aIuii HE3aBUCUMO OT (HOPMBI
coOCTBEHHOCTH. B cBol0  ouepedap, 3TO MNPUUYMHSET  CYLIECTBEHHBIN
PKOHOMHMYECKHH Bpel KaK CyObEeKTaM XO3SUCTBOBAaHUS, TaKk W TpaxmaaHam. [Ipu
9TOM HH(pOpMAIUsI O BO3MOXHOM B3pBIBE, IMOJKOTe MO0 HWHBIX JACHCTBUSX,
Mpernoiaralommnx TsHKKUE TOCIEACTBUS, CIHOCOOHA TOCEATh MNAaHUKY Cpeau
HACeJICHUS U BHECTU HEYI00CTBA B TOBCEIHEBHYIO KU3Hb.

CToUT OTMETHUTh, UTO OTBETCTBEHHOCTh 3a 3TO IMPECTYIJICHUE HACTYMaeT C
14 ner. Hakazanue — mtpad, apect, orpaHU4YeHrHe CBOOOBI Ha CPOK JO IMATH JIET
WU JIMIIEHWE CBOOOABI HAa CPOK A0 cemu JyeT. Ecnu pebeHky, cooOmmuBIieMy o
JIO)KHOM MHWHUPOBAHHWH, HE UCTIOJHWIOCH 14 JeT, HacTymaeT aJMUHUCTPATUBHAS
OTBETCTBEHHOCTh POJIUTEIICH, a peOCHKA CTaBIT Ha y4€T B MHCIEKIIUIO MO JiejiaM
HECOBEPIICHHOJIETHHUX.

4. 1J1OC-araku

DoS — 5T0 araka Ha BBIYMCIUTEIBHYIO CHCTEMY C LEJIBIO JOBECTH €€ N0
OTKa3a, TO €CTh CO3/laHME€ TaKUX YCIOBUM, MPU KOTOPBIX JTOOPOCOBECTHHIC
MOJIb30BATENIM CHUCTEMbl HE MOTYT IMOJYYUTh JOCTYH K MPEIOCTaBIsSIEMbIM
CUCTEMHBIM pecypcaMm (cepBepaM), OO 3TOT AOCTYI 3aTpyJHEH.B Hacrosiiee
BpeMmst DoS u DDoS-araku monmynsipHbl T€M, YTO MO3BOJISIIOT JOBECTH JO OTKa3a
MPAKTUYECKU JTIO0YIO CUCTEMY.

OObIYHO aTaka OpPraHU3yeTcss NpPU OMOIIU TPOSHCKUX  MPOTPaAMM.
[IpenBapuTenbHO TPOSHBI 3apa)KAIOT HEIOCTATOYHO 3ALIUIICHHBIE KOMIIBIOTEPHI
OOBIYHBIX IMOJIL30BATENIEM M MOTYT JIOBOJBHO JOJTO€ BpEMs HHUKaK ceOs He
IPOSIBJIATh HAa 3apaKEHHOM KOMIIBIOTEPE, 0’KHMIasi KOMaHIbl OT CBOEr0 XO35MHA.
KoMnproTep MOMKET MOABEPTHYTHCS TaKOM aTake IMpPU MOCEIIEHWH Pa3IMYHbBIX
3apaXCHHBIX CAWTOB, MPU MOJYYCHUU DJICKTPOHHON MOYTHI WJIM MPU yCTaHOBKE
HEJMUEH3MOHHOTO MIpOrpaMMHOro obecriedyeHus. Korjma — 3J10yMBIILIEHHUK
coOupaeTcss HavaThb aTaky, OH JlaeT KOMaHJy, M BCE paHee 3apa’kCHHbIC
KOMITbIOTE€PHI HAUMHAIOT OJHOBPEMEHHO CJIATh 3alPOCKI HA CAUT-)KEPTRY.

Haubonee wmaccoBass DoS-ataka B bemapycu Obuta mpou3sBejieHa
DKCTPEMUCTCKUMU KaHanamMu B 2021 roamy. 3JIOyMBIIUIEHHUKH, HaMEPEHHO
yTauBasi HtHpopMaIuoo 00 yrojJoBHONH OTBETCTBEHHOCTH 3a ydyactue B DoS-artake,
IOPUBJIEKINA K y4acTuiO B Hel Oosnee 10 Thicsy rpaxiaaH (IperMYIIECTBEHHO W3
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qucia MOHOI[G)KI/I). HpaKTI/ILIeCKI/I BCC YYACTHUKH OTOro IPOTHUBOIIPABHOTO
I[eﬁCTBI/ISI ObLIIN YCTAHOBJICHBI, a HanOoee aKTUBHBIE U3 HUX OBLIN IMPUBJICYCHBI K
YFOJIOBHOﬁ OTBCTCTBCHHOCTH.

5. TPYMHUHI

I'pyMHHI — 3TO BXOXIEHHE B3POCIIOrO YeJIOBEKa B JOBEpHE K PEOCHKY C
LENBbI0 CEKCYAJIbHOTO CaMOYAOBJIETBOPECHUS. 3JIOYMBIIUIEHHUK JTUCTAHIMOHHO
HaIIlYIILIBACT CBS3b C PEOCHKOM Uepe3 COlMaIbHbIE CETH, MECCEHIXKEPhI, OHJIAMH -
UTPBI, SJIECKTPOHHYIO IMIOYTY. 3aTe€M MOKET BBIHYJUTh pEOCHKA MpHUCIIATh
dbotorpadun WHTHUMHOTO Xapakrepa, BOBJICYb B U3rOTOBJIEHHE
NOpHOTrpapuUECKUX MAaTepUAJIOB, CKJIOHUTh K MHTUMHOM BCTpPEU€E B PEaIbHOCTH.

OT rpyMHHTa OTJIWYAIOT CEKCTUHT — 3TO MEPEChUIKA JTUYHBIX (oTorpadui,
COOOIIEHNI UHTUMHOT'O COJIEPKaHUSI MIOCPEACTBOM COBPEMEHHBIX CPEACTB CBS3H:
COTOBBIX T€JIE()OHOB, IJECKTPOHHOM MOUTHI, COIUAIBHBIX UHTEPHET-CETEH.

[Toport mop BIMSIHUEM CUTyallMd WM 3MOIMKA, MOYKET MOKa3aTbCs, YTO
nepeciaTth Takue Qoto — xopoias uzaes.Yaie Bcero mapHu M AEBYIIKH JETAIOT
ATOQIUPTYS, MOJJIABIIMCH HACTOMYMBBIM YrOBOpaM, MBITAsICh Pa3BiI€Yb CBOUX
Jpy3eid, 4TOOBI MOJYYUTh UX MPU3HAHUE (Yallle MEePEeChUIA0T uyxkue (HOoTo, YTOOBI
MOXBACTAThCA), WIIM KE MPOCTO OTOMCTHUTh. JTa UJIEsl, MPSAMO CKaK€M, HE OUYCHb
XOpoIas: 3JI0YMBIIIJICHHUK MOYKET BOCIIOJIB30BaThCS TAaKOM JOBEPUYHMBOCTHIO BO

BpE/I.

6. KUBEPBYJIJIUHI

KubepOy/uiMHr—TpaBiisi TOJB30BATENsl 4YEpEe3 BCE KaHAIBI CETEBOTO
OOIIEeHHUs: COLMANIbHBIE CEeTH, (POPYMBI, YaThl, MECCEHIKEPHI. [IpoBOAUTE TpaBIIIO
MOTYT KaK OIHOKJIACCHMKH, HWHTEPHET-IpY3bsi U T.J., TaK U COBEPIICHHO
MOCTOPOHHUE JIOJIH.

Ota ¢opma TICUXOJOTHYECKOTO0 Teppopa MOXKET TMPUHUMATH pa3HbIe
OONMUMs:  OCKOpOJIGHWST 4Yepe3 JIMYHBICE COOOIICHHS, MyOJuKalus W
pacnpocTpaHeHHe KOH(UJICHIUAIbHOM, MPOBOKAIIMOHHONM uH(pOpMamuu o
xKepTBe; (puszndeckas arpeccust u Tak janee. [[puunHbl KMOEpOyIUIMHTa: YyBCTBO
IIPEBOCXOJICTBA, 3aBUCTh, UYBCTBO IPEBOCXOJACTBA HaJl CONEPHUKOM, YYBCTBO
COOCTBEHHOM HEIMOJIHOLEHHOCTH, CAaMOPEaTnu3allusl.

Oco00 crenyeT OTMETUTh CIOCOO BO3JACHCTBUS 3alPEIICHHBIM KOHTEHTOM.
PeOeHky MOTYT MOKa3bIBaTh MOpPHOrpaUUYECKUE MaTepualibl, HAHOCS YIIEepO
NICUXUKE, TaK KaK H300paXK€HHOE CO BPEMEHEM IIePEeCTaHET BOCIPHHHUMATHCS
pEeOECHKOM KaK aMmOpaJIbHOE MOBEJICHHUE.

Yrpo3a HOBOro BpEeMEHM — TaK Ha3blBaeMmble rpymmbl cMmepTtH. M Xxors
OOBIYHO CO3JATEIISAMU TaKUX TPYIII SBJSIOTCS CaMH MOJAPOCTKH (IENb — «XaI,
Kaxaa OCTPBIX ONIYIICHWH, JKEeJIaHWE JIOMUHHUPOBATh U YIPABJISATH IPYTUMH), B
NOMOOHBIX  TPYINAaxX Cco3JaeTcsa  OnarompusTCTByrOImas armocdepa s
KYJIbTUBHPOBAHUS CYMITUIATBHBIX HAMEPCHUH.



7. MOLIEHHUYECTBO B COLCETSIX
B Hactosiiee Bpemsi 0co00 aKTyallbHOM CTaHOBUTCS IpoOJieMa 3alllUThl
aKKayHTOB B COLMAJBHBIX CETAX M IMPOTHBOJCHCTBHUS PA3IUYHBIM (opMaM H
BAJIAaM  MOIIEHHMYECTBAa. Hawmbojiee  TUMUYHBIE CIIOCOOBI oOMaHa B
COLICETSAXCErOIHS TAKOBBI:

Ilpeoonnama
3JI0OYMBIIIJIEHHUKA ~ Pa3MEIIAlOT OOBSIBICHUS O TMPOJAKe KaKUX-IU00
TOBApOB IO OpOCOBBIM II€HaM, HO JUIsl €r0 MOJIyYeHHs (SKOOBI MOCPEICTBOM
MOYTOBOM TIEPECBUIKM WM CIYXObl JOCTaBKH) TpeOyeTcs MepeurciieHne
npeoriaThl WIM 3ajaTka Ha YKa3aHHbIC «IIPOJaBIOM» OaHKOBCKYIO KapTy,
AJNIEKTPOHHBIA KoIIeaeK. OOBIYHO MOCII€ MEPEUUCTCHUS 0KUAAEMbIA TOBAp TaK U
HE MOCTYTAET, a «IPOJAABEI» MEPECTAET BHIXOUTH HA CBS3b.

Hlanmasic u 6vimozamenvcmeo

B HEKOTOpBIX CilydasxX 3J0YMBIIUIEHHUKU MOTYT YIPOXaTh pa3riallcHUEM
Pa3IMYHBIX KOMITIPOMETHPYIOIINX CBEICHHUH C LETbI0 BBIMOTaTEIbCTBA.

CouuanbHble CETH — 3TO KJIaJe3b NEPCOHAIBHON HMH(POPMAIUU O YEIOBEKE.
[Iony4ynB HECAaHKUIMOHWUPOBAHHBIA JOCTYN K CTPAHUIIAM B COLUMAIBHBIX CETAX,
NEPENUCKE JEKTPOHHBIX MOYTOBBIX SIIUKOB U 00JIAYHBIM aKKayHTaM M 3aBJIaJICB
U300paKeHUsIMM, HE TMPEJHA3HAYEHHBIMU I IMYOJIMYHOrO IPOCMOTPA,
NPECTYNIHUKA BCTYMAKOT B IEPENUCKY C NOTEPIEBIIMMH, TPeOys pa3HbIE
JIEHE)KHBbIE CYMMBI M YTPOKasi B CIy4ae OTKa3a paCpPOCTPAHUTH UX B HHTEPHETE.

Onnaiin-uzpol

NHpycTpusi NpPOM3BOJACTBA WP ISl TMEPCOHANIBHBIX KOMIIBIOTEPOB U
MOOMJIBHBIX TaJKETOB JIaBHO CTAJO BBICOKOJOXOJHbIM OuzHecoM. He
YAUBUTEIBHO, YTO MOBBINICHHBIM BHUMAHUEM OHA TMOJb3YETCSd U Y MOIICHHUKOB.
[{eHHOCTh TYT MPEACTABIAIOT U AKKAyHTHI MOJIb30BATEIEH, K KOTOPBIM HEPEIKO
npuBsizaHbl  pekBu3uThl BIIK 17 MOKynmKM WUrpoBBIX TMPEUMYIIECTB, U
KOJUIEKIIMOHHBIE MPEAMETHI, KOTOPhIE UTPOKH TaKXKE€ HEPEIKO MPUOOpETaroT 3a
peanbHbIe ACHBIH.

8. COBETHI 110 BE3OITACHOCTHA
CyllleCTBEHHYI0 4YaCThb CBOEW >KM3HUM COBPEMEHHBIC JI€TH U IOAPOCTKH
NpOBOAST B HWHTEPHETE, a 3HA4UT Oe3 0a30BbIX 3HaHUW B 00JACTH
KHMOepOe30NacHOCTH UM, KaK M B3pOCIbIM, HE OOOWTHCh. UeM paHbllle HayaTb
NIPUBUBATh HABBIKU O€30MACHOTO B3aMMOJCHCTBHS C BHUPTyaJIbHOH Cpelod, TeM
MIPOYHEE OHU YCBOATCS. M CTaHYT TaKMMHM K€ €CTECTBEHHBIMH, KaK MBIThE PYK.

Cosemosamucsa c pooumenamu
Ecinn peObeHOK XOYeT 3aperucTpupoBaThCs HAa KaKOM-TMOO caiiTe, cO31aTh
npoduiib B COLIMATBLHON CETU U BBUIOKHUTH CBOU (hoTorpaduu, aydiie nepes 3TUM
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MIOCOBETOBATHCSI C  POAUTENAMH. B3poCibIii  YeloBEeK CMOXET  JIydIle
MPOAHAIM3UPOBATh CHUTYAllUI0 W TIOHATH, OMACeH JIM CalT, a TakXe IOMOYb
BBIOpATh CHUMKH, KOTOPBIE MOXHO BBIJIOXKHUTH Ha BceoOIiee 0003peHue.

Yemanoeumo oucmanyuonnoiic konmpons
OyHKIMS «POAUTEIHLCKOr0 KOHTPOJSI»— 3TO W KAK CHEHUATU3UPOBAHHOE

[1O, Tak u yciyru mpoBaiifiepa, KOTOpbI€ BKJIIOYAET BCEOs] CTaHAAPTHHIA HAOOp
GyHKIMI. A UMEHHO:

- OrpaHWYEHHE BPEMEHU HAXOXKJCHHS peOCHKA B CETH;

- OrpaHUYEHHE BPEMEHM MOJIb30BAHUS KOMITBIOTEPOM;

- BO3MOXHOCTb CO3JaHUs rpaduka € JOMYCTUMBIMM YacaMH padOThl B
TEUYCHUE JTHS;

- OJIOKMpPOBKA CAWTOB C 3aNPEIICHHBIM KOHTEHTOM;

- OrpaHWYEHHUE Ha 3alyCK TMPUIOKEHUM (Hampumep, WIrPp MW HHBIX
MPUJI0KEHU) U YCTAHOBKY HOBBIX MPOrPaMM;

bepeuv auunvie oannwvie
Jaxxe ecnu peOEHOK JyMaeT, YTO XOpOIIO 3HAET 4YEJIOBEKa, C KOTOPHIM
oOlaercst OHJIAH, HE HY>KHO paccKa3biBaTh MOAPOOHOCTH O c€0€ U O POJUTEIAX.
Howmep tenedona, agpec, HoOMep MIKOJBI U KJacca, MECTO pabOThl POIUTENEH U UX
rpa@uk, Bpems, KOria B KBapTHUPE HET B3pPOCIBIX, a TaKXe JIaHHblE U3
JIOKyMEHTOB, HOMepa 0aHKOBCKUX KapT — TaKyr MH(OpMAIIMIO HU B KOEM cllydae
HEJb34 MepeAaBaTh APYTUM JHOJISIM.

He oenumubca ungpopmavueii 0 3HaKomwvlx

[IpaBuso, mpuBeIEHHOE BbIIIC, PACHPOCTPAHSIETCS U Ha ApYyrux mrojaeil. He
HY>KHO pacCKa3blBaTh NPO APY3€W U OJHOKIACCHUKOB, COOOIIATh, I/I€ OHU KUBYT
W ydaTrcs, Kakue KpyXKH TocemaroT. Henb3st moka3eiBath ux dororpadun — HU
BBIKJIAJbIBATh MX B CBOUX MNPO(WISIX B COIMAIBHBIX CETSIX, HU TeM Oosee B
YAaCTHOM MEPETIUCKE.

Ecau xoueTcsi BBUIOKHUTH TPYIIOBOE (OTO C Mpa3THUKA WU TPECHUPOBKH,
CHauaja CTOMT OOCYIUTh 3TO C TEMH, KTO HU300pakeH Ha cHUMKe. U nydie, eciu
OHH COOOIIIAT POJUTENAM, UTO TaKOe POTO MyOJIUKYETCS B UHTEPHETE.

Dunvmposams uHGopmayuio
MomeHHUKH aKTUBHO MCIOJB3YIOT MHTEPHET B CBOMX HHTepecax. OHu
MOTYyT OOMAaHBIBATH JIFOAECH U MaHUITYJIMPOBATH UMM, JaBSl HA JKaJOCTh WIH CTpPaXx.
[loaToMy HaI0 HAy4YUThCS CKENTHYECKH OTHOCUTHCS K J000iM mHbOpManuu,
Pa3sMEIICHHON B UHTEPHETE, U HE IOBEPATH CJIEINO BCEMY, YTO TaM IHIIYT.



